PlanetLab Central APl Documentation



PlanetLab Central APl Documentation



Table of Contents

1. Introduction 1
AN a1y L nTar=1 1 [0 ) o WU 1
R0 1< O 1
FHIEOTS ettt ettt et et e ettt e e ere et e eaeeeneeeneas 2

Pattern Matching ..........cccccovviiiiviiiiiiics 2
NEAtiON ... 2
NUmMEeric COMPATISONS......cvvveriiiriieriiereieeeeer e 2
Filtering on a sequence field ...........cccccovviviiiiiiiii 2
Sorting and CHPPING......ccccvveeeiiiiiiiii s 3
All criteria / ANY CrIteria ......ccccoeueuiuiiiiiiiiiiciiiircccce s 3
TAES e 3
) 0}V 1= 7<) T 3
AALCCESSOTS ...t eeee et e et e e e e e e e eereeeeneeeeseeenareeeearesennneas 4
Through regular Add/Get/Update methods ..o, 4
NOAEGIOUPS ...ttt s 5
PlanetLab SHhell.......co.oooviiiiiicceeee ettt ettt eae e eneas 6
Using regular python...........cccoeiiiiiniiis 7

2. PlanetLab API Methods 9
AddAAAIESSTYPE ..ot 9
AddAddressTypeToAddIess ...........coururieiiriciiiici i 9
AN o 1 370 70] re ] 7= (<R 10
F/ANCs o [@e) a1 231 LTS PR TR RRRRSRRPRRN 10
AdACONTFILETONOAE ...ttt ste e e s 11
AddConfFIleTONOAEGIOUP .....cvcvvvmiiririiirerire e 11
AQAIIIK <ottt eae et eseaeeeae e et e seaeeeaeeeaneens 12
AdAINGSCIIPE .o 12
AAAINEEILACE ..ottt ettt eraeeaeeneens 13
AddInterfaceTag.........cccvuimimiiiiiiiiiiiiiiiirr s 14
AdAKEYTYPO ..ot 14
AAALEASES ...ttt ettt ettt ettt eaeeae e 15
AdAMESSAZE ..o 16
AdANEtWOrKIMethOd .......oooouvieieeieceeeeeeee e e 16
AdANEIWOTKTYPE ... 17
FANCs o 1A\ [ Yo =TSSP RRRRRRTRRPRR 17
AdANOAEGIOUP vttt 18
AdANOAETAG. ... ees 19
AAANOAETOPCU ...ttt ettt s et e e et e s saeessaeesenns 19
AdANOETYPE ..ot 20
AAAPCU ..ttt e s ettt erv e aeesaeeeraeenaeereens 20
AddPCUPTOtOCOITYPE ... 21
AAAPCUTYPE. ..ot 22
e U I R<T<S OSSR 22
FANCs o I <3 =T} VOTSRO PR RRRRRRRR 23
AddPersonKey..........coocueiiirieiiiie 23
AdAPErSONTAR .....cvuieieieiiiiiciciccceie s 24
AdAPEISONTOSIEO.......viiieeiiieeeeeeeee ettt et e st e e st e e saeessneeanns 25
AdAPEISONTOSIICE ...ttt e e esae e s st e s ereeeenes 25
e L § 200 ) (=TSO 26
AAAROIETOPEISOM ...ttt et e st e e st e e sanaeesneeenns 26
AddROIeTOTaGTYPe......ooveiiiii s 27
PN L (TSI 3 o ) o WO TURPR 27
AAASIEE ... et ettt ettt ettt et e eaeeean e 28
AAASIHHEAAATESS ..ottt 29
AdASIEETAG ... 29
F AN o 5 ST < T PR RRR OO PSRRI 30
JaNG o IS) HTal=) B T<] vV a X w =15 o) o WU PR RRRR 31
AdASHCETAZ ... 31
AdASHCETONOAES......eeiieeieieeeeeeeeeeee ettt ettt e st e e st e e steessneeaenes 32
AddSliceTONOAESWRILELIST.....c.vviiieviiiieieeeeeeee e 33
AdATagTYPe ..o 34
AUTNCRECK .ottt e st e st e s saaessaeeennes 34
BindODbjJectTOPEer ..o 34



v

BlacklistKey .......cciiiiiiiiiiiiii 35

BOOtGEtINOAEDELAILS ......eeeeeieeeeeeeee ettt aee e 35
BOOtNOHfYOWNETIS ...t 36
BootUpdateINOE.........c.oiiiiiicicieiceirecr e 37
Dlet@AAATESS......eeeeeeieeeeeeeeeeeee ettt ettt e e saa e 38
Delete AddressType......ccoviciiiciiic 38
Delete AddressTypeFromAddress..........oovvvveveeinininiceccicccceeeneeeeeeenes 39
Delete AIIPCEIENIIIES. ...c.eveiieeieeeeee ettt ettt s et e et e e svaeesaeeesans 39
Dlet@BOOtSIA. ..o st 40
DletCCONTFILE ...ttt ettt eaeeae e 40
DeleteConfFIleFromINOAE......coouviiiiiieeeeeeeeeee ettt 41
DeleteConfFileFromNOdeGIroup .........coccuirieiiiicieiicieieccie e 41
DELEteIliNK ..oooveiceiieeeeeeeeeeee ettt ettt ae e 42
DeleteInitSCript .....coviiiiiiiiiiiicc s 42
DleteINtOITaCE .....veeeeeeeeee et 43
DeleteInterfaceTag. .........ccocoeeueueuemiieieiiiiiriririirr e 43
DeleteKey ... 44
DeleteKeyTyPe.....couiirieieecic i 44
| DS 1 1) I LT SOSTRO TR 45
DeleteMESSAgE .......ovvviiiiiiiic e 45
DeleteNetWOrkIMethod. .......vvoivviiiieeieeeeeeeeeeeeee et 46
DeleteNetWOrkTYPe ... ..o 46
DELEtEINOAE. ...ttt ettt et e et e e st e e s eaaeesbeeesnnaeesaneas 47
DeleteNOdEeFIOMPC U .......ooouvieeeeieeeee et saee e 47
DeleteNOAEGIOUP .....c.cuiuiieiiiiiicicieiec e 48
DeleteNOdeTag ........ccccovvuviviiiiiiiiiiiiii e 48
DeleteNOdeTYPe ...t 49
| 2] 13 13 o L OO 49
DeletePCUPTOtOCOITYPE. ..o 50
DeletePCUTYPE ...cuviieciiieicieci it 50
| DS][ 1) T OO TUOPR 50
| DS L ) L=y Yo s IR 51
DeletePerSONFIOMSILE ......oovvieeeeieeeeeeeeeeee et eenes 51
DeletePerSONFIOMSIICE. .....coviievieeie ettt eaeeeae e 52
DeletePersonTag .........cccovvviviviiiiiiiiiiicicic e 53
DRIETEROLE ..ttt 53
DeleteROIEFIOMPEISON ......ccvveeuvieeie ettt ettt eaeeereens 54
DeleteRoleFromTagType .......cccovviiiimiiiiiiiiiiiiiiice 54
DELETESESSION ...ttt s e e eenes 55
DIELELESILO ...ttt ettt ettt ettt ettt et e raeeaeereene 55
DeleteSiteTag........cocoviiiiiiiiiiiiiiciiiic s 56
DIRLETESIICE ...ttt e e e e eenas 56
DeleteSHCEFTOMINOAES ......cvoeevvieeeeeeeeeeee ettt eere s 57
DeleteSliceFromNOdeSWHhItelist .......cocviiveuiiiviieiiieecceee et 57
DeleteSliceINsStantiation ......cc.oovevieieeiiieeeeeeeeeeee e 58
DeleteSHCETag ... ..cvveieieieiiiiciciciciccie s 59
DeleteTagTyPe ......ccuoviueieiiciciic s 59
GenerateNOAECONTFILE.........oooiiiieiieceeeeee et 59
GetAdAIESSTYPES .. 60
GOEAAAIESSES ..ttt e et e et e st e e et e e sateessnreeenes 61
(@=L 4570 0] A\Y <o H 10T o TR 63
GEtBOOISEALES ...ttt e e 64
GEECONIFILCS. ..ottt ettt e st e e s eae e s sateeesnreeannes 65
GetEVeNtODJECES ......cviiiiiiiicitie s 67
(@ EATL=) 1 TP 69
GOHIIINKS. ...ttt e e et e et e e sba e s eaeessnteeesnaeeanes 71
GetINItSCIIPLS .o 72
GEtINtETTACEATLIAS ...eoevee ettt et e e e e v e s aeeseaeeesateesenaeeseneessans 74
GetInterfaceBackdOOr .. ..ooouviiieeieceee et 74
GetInterfaceChannel ..........cc.oovvvieiiiiiieiiee et 75
GetINtEITACEIDTIVET ...eveieeeeeeeeeeeeeeeee ettt et e et et e s e e e st e e seaaeeseneessans 75
GetINterfaCeESSIA .....vvviieeiieeeeeeeeeeee et et st sre e 76
GetINterfaceFreq .. ... 76
GetINterfaCeIfNAINIE ....oooeeieeeeeeeeeeeeeeeeeeeee ettt e e e e e seaeeeseaeeseans 77



GetInterfaceIwCon ig ........ccooeiiiiiiiiii e 77

GetInterfacelWPrivV.. ..o 78
GetInterfaceKey .......ooiiii 79
GetInterfaceKeyl..... ..o 79
GetInterfaceKey2.........ocooiiiiiiiiiiiii s 80
GetInterfaceKey3 ..o 80
GetInterfaceKey4 ..o s 81
GetINteTfaCeIMOAE. ... ..ieieeeeeceeeeeeeeeeeeee ettt ettt e et e s saa e e saeeeeans 81
GEtINEEITACEINV ...ttt e e st e s e s sateessnreeenaes 82
GetINtEIfACERALE .......eocvvieeeieeeeeeeeeee ettt eae e e eaeeaee e 82
GetInterfaceSecurityMode ..o 83
GEtINEEITACESENIS ...ttt e e e e e s saeessaeeenes 83
GetInterfaceSliVersSIPVOPTE IX . ......cooiiiiieeie ettt eaeens 84
GetInterfaceTags ... 85
GOIINEETTACES ..ottt ettt e et e st e s eae e s sateessnreesenes 86
GetKeyTYPeS ..ot 89
GetKeYS ..o 89
GetLeaseGranularity ... 91
GOELASES ...ttt ete et e e e et e e e et e e ereeeeans 91
GetMESSAZES......ccvcveniniiittc e 94
GetNEetWOIKIMEtNOAS ......vviiiiieeeeieceee et st e s 95
GEtNEtWOTKTYPES ... 95
GEINOACATCH ...ttt e et e e e st e e st e e sneessreesenns 96
GEtINOAECTAMES. ...eeoeeieeeeeeeeeee ettt et e st e s eae e s snteesereeeenes 96
GetNodeDeployment ..o 97
GEtINOACEXTEINISIONS ..ottt ettt e et e et e e eat e e st e s sneeesnneeanns 97
(@=L A\ [e e 1) ST 1] 'y o NPT 98
GEtNOAEFIAVOUL ......vieveieeieteeeeeeee ettt ete e e eaeeeaeserasenaeereens 98
GetNOAEGIOUPS ....cucuiviiiiiiiiiiii s 99
(@=L [e e 1<) 5 5 s TR 101
GetNOAEKATIES ... 101
GEtINOAEKVATIANE ..ottt ettt e et e e e e eaaeesaaeean 102
GetNodeNoHangcheck ... 102
GetNodePlainBootstrapfs ..........cccccceivviniriinniincccceeeeeeeeees 103
(@S A\ [e Y 1) & Fe 1] 5 o OO 103
(@S A [e e LS <y o = U 104
GEtNOAETAZS. ... 104
GetNOAETYPES ... s 106
(@=L A\ [eYe L1/ 1 s PR 106
GOEINOAES ...ttt ettt ettt e et e e e e te e teeeaeeeneseteesreeeneeenrean 107
GetPCUPTOtOCOITYPES ....cuvviiiiiiiiiiccc s 113
GetPCUTYPES ..ottt s 114
GEOIPCUS ..ottt e e et e et e e e e e e e eeaneeeenneeenneean 115
GEtPEEIDIALA ...oee e 118
(@< 4 =TS 0\ \F= 1 o 1T 118
GOIPEOTS ...t e e e e e e e ee e et e e e eeneeenneeean 119
GetPerSONAAVANCEd ........oeieeieiieee ettt e 122
GetPersOnNCOIUMNCONT ......ooviieiicie ettt 122
GetPerSONHIT ... e e an 123
GetPersonSfaCreated .........oovev i 123
GetPerSONSNOWCONT ......coviiiiieiieeie ettt an 124
GetPersonTags ... 124
(@S 1 LSS =Yoo 1= TSR 126
[@=) 1 5 11 A=) LT 1T TR 130
GOEROLES ...ttt ettt ete e e e e ae e teeeaeeeneseteeereeeneeenrean 130
(@S TSI o) o ISR 131
(@S ST 1o ) 4 =R 131
GetSiteDisabledRegistration..........cc.ooueueveiiceiniiicece e 132
(@SS 1<) 5 s o WP 133
GetSIteSTaCTeated.......c.ooviieieeeiceee ettt 133
GetSItETags ....cvvvveveeieciiecc e 134
(@S s < T TRRRR 136
(@S o) ey AN ] o WU 140
GetSHCEFAMILY ..o 140



vi

(@ 1) Tel=) SITe H 1 'o J USRI 141

GEESIICEHITIAC ...ttt ettt s e et e et e e saaeeseaaeesaneean 141
(@S] ATal) 5 s PR 142
GetSHCEIPVOAAALIESS ....ocvvieeveeeeieeeeeeeeeee ettt n 142
GetSHCEINIESCIIPL ...c.ceeeiiiiiiiccc s 143
GetSliceInitscriptCode. ... 143
GetSHceINStANTIAtIONS «..ocvviieveeeiiceee ettt enee s 144
GetSHCEKEYS.....ooiiiiiiicc s 144
GetSLHCEOMECONIIOL.....c.viiieieeeee et e saae s 147
(@< 1) Tel=) & Fo T o o o RS RRRTURR 147
GetSliceSTaACTEated ... .oe ettt e 148
GetSHCESHVEIHMAC ...ttt esane s 149
GetSHCESSNKEY ... 149
GetSHCETAZS ..o s 150
(@S s el el <! SRR 151
GOESHCEVIOS ...ttt ettt e sreeeneeennean 152
GOESIICOS. ..ttt ettt e sttt e et e st e e s at e e st e e seaseeesaaeessnteesnnseesnaeeas 153
(@S s TS =TSR 156
GetTagTYPes. ..o 158
(@S A TAYA =Y T RO 160
NOHEYPOIrSONS ... e 165
INOLEYSUPPOTT ... 169
REDOOEINOAE ...ttt ettt et e et e e s eaaeesaaeean 169
RebOOtNOAEWINPCU .....oooiiiieiiieeeee ettt e 170
REOFTESIPEEOT ...ttt ettt ereeeneeeaeean 170
ReportRUNIevel.........coiiiiiiiiiii s 171
RESEIPASSWOId .....vviieeiieeeeeeeeeeee et e saee s 171
RESOIVESIICOS ...ttt ettt e e e eteesreeeneeennean 172
RetrieveSlicePersonkKeys ... 173
RetrieveSliceSHvVerKeys........coooiiiiiiiiic e 176
SetINEEITACCALLAS ...ttt n 180
SetINterfaceBackdOOT .......oiieeiiieeieceeee et 181
SetInterfaceChanmel ..ot 181
SetINEITACEIDTIVET ..ottt an 182
SetINterfaCEESSIA ..ooovnviiieeieeeeeeeeeeeeee ettt et 182
SetInterfaceFreq ... 183
SetINterfaceIfNAIMIE ........oovviieieeeeieeee ettt ettt an 183
SetInterfaceIwconfig ... 184
SetINterfacelWPIiV......ccociiiiiiiiiiiiiiii s 184
SetInterfacekey ... 185
SetInterfaceKeyTl.......ccooiiiiiiiiiiii s 185
SetInterfaceKey2........cccovvviviiiiniiiiiiiii s 186
SetInterfacekey3 ... 186
SetInterfaceKey4 ... 187
SetINtEITACEIMOE. ... .coceiieiieeeeeeeeeee ettt 187
SEtINEEITACEINW ...ttt ettt e e eteeeneeenrean 188
SetINtEITACERALE ..ottt s 188
SetInterfaceSecurityMode ... 189
StINEEITACESEONS ...ttt ettt et et an 189
SetInterfaceSlivVerSIPVOPTEIX . ......oooviiiiieeeeeeeeeeeeeee et 190
IS 9N\ Lo 0 LY AN (o WS 190
b L 1A\ o Yo [ @ =V o ¥ =TRSO 191
SetNodeDeployment ..o 191
SEtNOAEEXTONSIONS ...vviieveeieeeieeeieee ettt eeaeeeeaeeean 192
1oL 1A\To Yo <Y Sl 1] 4 o JURT TSRO 192
SS90\ Lo o <Y 5 §'s'a NPT 193
SetNOAEKATGS ......cooviviiiiiiiiiii s 193
SEtNOAEKVATIANT ...eoevieeeeeeeeeeeeeeeeee ettt ettt e ettt e et e et e e saeeseneeseaneeas 194
SetNodeNOHANZCheCK .........cocuiiiiciiicicc e 194
SetNodePlainBootStrapfs .........ccocccueueurireririrrrirrcccccce s 195
SEtINOAEPIAISTIO . .eeeeeeieeeeee ettt ettt e et e e et e esaeeseaeeseaneeas 195
TS 9N\ Lo o [<1 <) =1 TR 196
[S1 90\ Lo 0 L2V ¥ o T 196
SetPerSONAAVANCEd .....ceveeieeieeee ettt esar e s aeeseaaeeas 197



SetPersONCOIUMNCONS ......oooviieiiieie ettt et eaee s 197

SetPersONHIM ......ocoiviiiiiiciccc e 198
SetPersonPrimarySite ... 198
SetPersonSfaCreated..........ccccccciimiirininiriirrrrr s 199
SetPersoNShOWCONL ..........c.ciiiriiciiiicccc e 200
SetSiteDisabledRegistration...........cccouiueieiiiciiiiicc e 200
SetSIteHIT. ... 201
SetSiteSfaCreated. ... 201
SetSHCEATCH.....ciiiiii s 202
SEtSHCEFCAISLIO ....c.eeeeiiccccc s 202
SetSHCEHMAC. ......eciiiiiiicic e 202
SetSHCEHIN ... 203
SetSHCEIPVOAAAIESS .....cccuueiiicicicicieiceicece s 203
SetSHCEINItSCIIPL ....cueuieiiiiciic s 204
SetSliceInitscriptCode. ...t 204
SetSlceOMECONLIOL.........ooiiiiiiiicccce s 205
SetSHCEPIAISLIO ... 205
SetSliceSfaCreated ... 206
SetSIceSHVErHMAC ... 206
SetSHCESSNKEY ... 207
SetSHCEVIES ...t 207
UnBindObjectFromPeer ...........ccccccuiiiiiiiiriiiiiiirccccceeee s 208
Update Address..........cccviiiiiiiiiiiiiiiii s 208
Update AddressType ... 209
UpdateCOonSFILe .......coiiiiiiiiiccce s 210
UpdatelIlink ... 210
UpdateInitSCript ..o 211
UpdateINterface ... 211
UpdateInterfaceTag.........ccocoeiuiuiiiiiiiiiiiiiiiiiiiiniiiicc s 212
UpdateKey ..o e 213
UPdateLeases ... 213
UpdateMeSSage ........ccciimimiiiiiiiiiiiiiiic s 214
UpdateINOde........c.ooiiiiiiiiiiic s 215
UpdateNOAEGIOUP .......cvuimmiiiiiiiiicieicieicerr e 218
UpdateNOdeTag .........ccocvivimiiiiiiiiiiiiiiiiinic s 218
UpPdatePCU ... s 219
UpdatePCUPTOtOCOITYPE. ....c.cuimimiiiiiiiiiiciccrrc s 220
UpdatePCUTYPE. ..o 220
UPdatePeer ... s 221
UPAtePErSON ..o 221
UpdatePersonTag ... 223
UPdateSite ... s 224
UpdateSiteTag........covvuiuiiiciiiiiciciciccce s 226
UPdateSHiCe ... 226
UpdateSHCeTag ...t s 227
UpdateTagType......cccviiiiiiiiciiiciic e 228
VerifyPerson ... s 229
system.listMethods ..o 229
system.methodHelp.........cccoovviiiiiiii e 230
system.methodSignature. .........ccccoooiiiiiiiiii 230
system.multicall..........cccoooiiiiiiiiii 230

vii



viii



Chapter 1. Introduction

The PlanetLab Central API (PLCAPI) is the interface through which the Planet-
Lab Central database should be accessed and maintained. The APl is used by the
website, by nodes, by automated scripts, and by users to access and update in-
formation about users, nodes, sites, slices, and other entities maintained by the
database.

Authentication

The API should be accessed via XML-RPC over HTTPS. The API supports the
standard introspection calls system.listMethods, system.methodSignature, and
system.methodHelp, and the standard batching call system.multicall. With
the exception of these calls, all PLCAPI calls take an authentication structure
as their first argument. All authentication structures require the specification
of AuthMethod. If the documentation for a call does not further specify the
authentication structure, then any of (but only) the following authentication
structures may be used:

* Session authentication. User sessions are typically valid for 24 hours. Node ses-
sions are valid until the next reboot. Obtain a session key with GetSession using
another form of authentication, such as password or GnuPG authentication.

AuthMethod session

session Session key

e Password authentication.

AuthMethod password

Username Username, typically an
e-mail address

AuthString Authentication string,
typically a password

» GnuPG authentication. Users may upload a GPG public key using AddPerson-
Key. Peer GPG keys should be added with AddPeer or UpdatePeer.

AuthMethod gpg

name Peer or user name

signature GnuPG signature of the
canonicalized:
XML-RPC:

representation of the
rest of the arguments to
the call.

« Anonymous authentication.

AuthMethod anonymous
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Roles

Filters

Some functions may only be called by users with certain roles (see GetRoles),
and others may return different information to different callers depending on the
role(s) of the caller.

The node and anonymous roles are pseudo-roles. A function that allows the node
role may be called by automated scripts running on a node, such as the Boot
and Node Managers. A function that allows the anonymous role may be called by
anyone; an API authentication structure must still be specified (see the Section
called Authentication).

Most of the Get methods take a filter argument. Filters may be arrays of integer
(and sometimes string) identifiers, or a struct representing a filter on the attributes
of the entities being queried. For example,

>>> GetNodes ([1,2,3])
>>> GetNodes ({’node_id’: [1,2,31})

Would be equivalent queries. Attributes that are themselves arrays (such as
interface_ids and slice_ids for nodes) cannot be used in filters.

Filters support a few extra features illustrated in the following examples.

Pattern Matching

» can be used in a text value and have the usual meaning, so all nodes in the fr
can be obtained with:

GetNodes ( { "hostname’ : "x.fr’ } )

Negation

Fields starting with a ~ are negated, so non-local nodes can be fetched with:

GetNodes ( { ’'~peer_id’ : None } )

Numeric comparisons

Strictly greater/smaller operations are achieved by prepending the field name
like in:

GetEvents( { ’">time’ : 1178531418 } )

Greater/smaller or equal:

GetEvents( { ’Jevent_id’ : 2305 } )
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Filtering on a sequence field

A field starting with "&’ or ”|” should refer to a sequence type; the semantics is
then that the object’s value (expected to be a list) should contain all (&) or any ()
value specified in the corresponding filter value.

GetPersons ( { ’|role_ids’ : [ 20, 40 1 } )
GetPersons ( { ’|roles’ : [’"tech’, "pi’] } )
GetPersons ( { ’&roles’ : [’'admin’, ’"tech’] } )
GetPersons ( { ’'&roles’ : ’'tech’ } )

Sorting and Clipping

The following 3 special fields can be used to extract only a subset of the results
for pagination:

GetNodes ( { ’'-SORT’ : "hostname’ , ’'-OFFSET’ : 30 , ’'-LIMIT’" : 25 }

All criteria / Any criteria

The default in the vast majority of the code is to select objects that match ALL the
criteria specified in the struct. It is possible to search for objects that match ANY
of these by adding the special "-OR’ key (the value is then ignored), as in:

GetPersons ( { '-OR’ : ’'anything’, ’site_id’:2, ’&roles’:[’admin’] } )

Tags

The PLC API comes with a feature called tags, that basically aims at supporting an
extensible data model. A few classes (as of this writing, Nodes, Interfaces, Sites,
Persons and Slices) are eligible for being dynamically extended beyond the basic
set of fields that are built into the database schema.

Historically, this is a generalization of the concept of SliceAttribute , and the more
recent concept of InterfaceSetting , that with release 5.0 have been renamed into
Slicelng and InterfaceTng , respectively.

Low level

The low level interface to tags relies on the following items:

» A TagType object basically models a new column that needs to be added to
other objects. In much the same way as nodes are named through a hostname
, tagtypes are named with a tagname, plus additional information (category, de-
scription).

* description is mostly informative, it is used by the web interface to provide more
details on the meaning of that tag.

* category is used in a variety of ways, in the web interface again. Over time this
has become a means to attach various information to a tag type, so it is used as
some sort of a poorman’s tag tag system :).
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» The convention is to set in category a set of slash-separated fields, like the fol-
lowing real examples demonstrate.

>>> tagnames=["arch’,’ fcdistro’,’hrn’,’hmac’,’exempt_node_until’]

>>> for tt in GetTagTypes (tagnames, [’'tagname’,’category’]):

>>> ... print "tagname=%-18s category=%s"%$ (tt[’tagname’], tt[’category’])
tagname=hrn category=node/sfa

tagname=hmac category=slice/auth

tagname=exempt_node_until category=node/myops

tagname=fcdistro category=node/slice/config/ui/header=£f/rank=w
tagname=arch category=node/slice/config/ui/header=A/rank=x

« roles may also be attached to a given tag_type (use AddRoleToTagType or
DeleteRoleFromTagType). This is an evolution over the former system based
on so-called ‘'min_role_id’, and now any set of roles may be mentioned. More
importantly, each type (Node, Person, ...) implements its own policy to let
or not non-admin callers change their tags. For example in the current
implementation, non-admin users can only change their own person tags. See
PLC/AuthorizeHelpers.py for that code.

» The low-level method for managaing tags is then, once the TagType is known to
the system, to attach a value to, say, a Node, by calling AddNodeTag , and then
as usual change this value with UpdateNodeTag , or delete it with DeleteNodeTag

Accessors

A rather more convenient way to use tags is through Accessors. This convenience
is located in PLC/Accessors , and allows you to easily define Get or Set methods
dedicated to a given tag. This is for instance how the GetNodeArch and SetN-
odeArch methods are implemented. These methods greatly simplify tags manip-
ulation as they take care of

« Creating and enforcing TagTypes ; each time you restart your plc, the tag_types
mentioned in accessor definitions are created and checked (in terms of the cat-
egory, description and roles defined in the various calls to define_accessors).

« Create or update the, say, NodeTag object, as needed.

« In addition, an accessor definition mentions get_roles (defaults to all_roles),
and set_roles . These values are used as follows. get_roles is attached to the
Get accessor, so callers that do not have this role cannot run the Get accessor.
set_roles is attached to the Set accessor, as well as to the corresponding Tag-
Type, which in turn is used for checking write access to the tag type.

Site-specific accessors can be defined in
Jusr/share/plc_api/PLC/Accessors/Accessors_site.py and will be
preserved across updates of the plcapi rpm.

The accessors mechanism does not currently support setting slice tags that apply
only on a given node or nodegroup.

Through regular Add/Get/Update methods

Finally, tags may also get manipulated through the AddNode, GetNodes, and Up-
dateNode methods:

e The define_accessors function in the Accessors factory has an optional ar-
gument named expose_in_api . When this is set, the corresponding tag be-
comes visible from the Add/Get/Update methods almost as if it was a native
tag.
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« So for instance the following code would be legal and do as expected:

# create a x86_64 node

>>> AddNode ({’hostname’ :"pll.foo.com’,”arch’ :"x86_64"'1})

# get details for pll.foo.com including tag ’'arch’ tag

>>> GetNodes (['pll.foo.com’], ["boot_state’,’node_type’,” arch’])
# set the ’deployment’ tag

>>> UpdateNode ("pll.foo.com’, {’deployment’ :"beta’})

# get all alpha and beta nodes

>>> GetNodes ({’deployment’ :’"xa’}, ["hostname’,’deployment’])

 The current limitations about tags, as opposed to native fields, is that for per-
formance, tags won't get returned when using the implicit set of columns. So
for instance:

# get all details for ’"pll.foo.com’
>>> node=GetNodes (["pll.foo.com’]) [0]
# this did not return the ’arch’ tag
>>> ’"arch’ in node

False

« For a similar reason, any tag used in the filter argument will have to be men-
tioned in the list of returned columns as well. For example:

# if "hrn’ is not part of the result, this does not work

>>> ns=GetNodes ({"hrn’ :"ple.x"}, ["hostname’])

Database error b59e068c-589%9a-4ad5-9dd8-63cc38f2a2eb:

column "hrn" does not exist

LINE 1: ...M view_nodes WHERE deleted IS False AND (True AND hrn ILIKE
abridged

# this can be worked around by just returning ’"hrn’ as well

>>> ns=GetNodes ({"hrn’ :"ple.x"}, ["hrn’, " hostname’])

Nodegroups

In earlier versions up to v4.2, NodeGroups used to be defined extensively.
So you would, basically, create an empty nodegroup instance, and then
use AddNodeToNodeGroup or DeleteNodeFromNodeGroup to manage the
nodegroup’s contents.

The new model has been redefined as follows. You now define a nodegroup as
the set of nodes for which a given Tag has a given value, which are defined once
and for good when creating the NodeGroup object.

So for instance for managing the set of nodes that are running various levels of
software code, PLC has defined two NodeGroups named alpha and beta .
With the new model, we would now do something like the following, using the
built-in deployment tag thatis created for that purpose:

### creating node groups

>>> AddNodeGroup (' alphanodes’, "deployment’,”alpha’)

21

>>> AddNodeGroup (' betanodes’,’deployment’,"beta’)

22

### checking contents (no node has ’deployment’ set to either ’alpha’ or ’beta’ yet)
>>> for ng in GetNodeGroups ([’alphanodes’,’betanodes’], [/ groupname’,’node_ids’]) : pz
{’groupname’ : u’alphanodes’, ’'node_ids’: []}

{’groupname’ : u’betanodes’, ’'node_ids’: []}

### displaying node ids

>>> for n in GetNodes ({’hostname’:’*.inria.fr’}, ["hostname’,’node_1id’]): print n
{"hostname’ : u’vnodeOl.inria.fr’, ’'node_id’: 1}

{"hostname’ : u’vnodeO2.inria.fr’, ’'node_id’: 2}

### setting ’"deployment’ for these two nodes

>>> SetNodeDeployment (’ vnodeOl.inria.fr’,’alpha’)

>>> for ng in GetNodeGroups ([’alphanodes’,’betanodes’], [/ groupname’,’node_ids’]) : pz
{’groupname’ : u’alphanodes’, ’'node_ids’: [1]}

{’groupname’ : u’betanodes’, ’'node_ids’: []}
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>>> SetNodeDeployment (' vhodeO2.inria.fr’,’beta’)

### checking contents again

>>> for ng in GetNodeGroups ([’alphanodes’,’betanodes’], [/ groupname’,’node_ids’]) : pz
{’groupname’ : u’alphanodes’, ’'node_ids’: [1]}
{’groupname’ : u’betanodes’, ’'node_ids’: [2]}

PlanetLab shell

A command-line program called plesh simplifies authentication structure han-
dling, and is useful for scripting. This program is distributed as a Linux RPM
called PLCAPI and requires Python >2.4.

usage: plcsh [options]

options:
-f CONFIG, —--config=CONFIG
PLC configuration file
-h URL, --url=URL API URL
—c CACERT, —--cacert=CACERT
API SSL certificate
-k INSECURE, --insecure=INSECURE
Do not check SSL certificate
-m METHOD, --method=METHOD
API authentication method
—-s SESSION, —-—-session=SESSION
API session key
—u USER, ——user=USER API user name
-p PASSWORD, —--password=PASSWORD
API password
-r ROLE, —--role=ROLE API role
-x, ——xmlrpc Use XML-RPC interface
—--help show this help message and exit

Specify at least the API URL and your user name:

plcsh —-url https://www.planet-lab.org/PLCAPI/ —u user@site.edu

You will be presented with a prompt. From here, you can invoke API calls and
omit the authentication structure, as it will be filled in automatically.

user@site.edu connected using password authentication
Type "system.listMethods ()" or "help (method)" for more information.
[user@site.edu]>>> AuthCheck ()

1
[user@site.edu]>>> GetNodes ([121], ['node_id’, ’"hostname’])
[{"node_1id’: 121, ’'hostname’: ’"planetlab-l.cs.princeton.edu’}]

As this program is actually a Python interpreter, you may create variables, exe-
cute for loops, import other packages, etc., directly on the command line as you
would using the regular Python shell.

To use plesh programmatically, import the PLC. Shell module:
#!/usr/bin/python
import sys

# Default location that the PLCAPI RPM installs the PLC class
sys.path.append(’ /usr/share/plc_api’)

# Initialize shell environment. Shell() will define all PLCAPI methods
# in the specified namespace (specifying globals() will define them
# globally).
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from PLC.Shell import Shell
plc = Shell (globals(),

url = "https://www.planet-lab.org/PLCAPI/",
user = "user@site.edu",
password = "password")

# Both are equivalent
nodes = GetNodes ([121], [’"node_id’, ’"hostname’])
nodes = plc.GetNodes ([121], [’'node_id’, ’"hostname’])

Using regular python

It is also possible to write simple regular-python scripts, as illustrated in the ex-
ample below. The only difference with the examples above is that all API calls
need to be passed a first argument for authentication. This example would write
in a file the name of all the hosts attached to a given slice.

#!/usr/bin/env python

import xmlrpclib

plc_host=’'www.planet—-lab.eu’

slice_name=’inria_heartbeat’

auth = { "AuthMethod’ : ’'password’,
"Username’ : ’'thierry.parmentelat@inria.fr’,
"AuthString’ : ’xxxxxx’,

}

api_url="https://%s:443/PLCAPI/"%plc_host

plc_api = xmlrpclib.ServerProxy (api_url,allow_none=True)

# the slice’s node ids
node_ids = plc_api.GetSlices (auth,slice_name, ['node_ids’]) [0] ['node_ids’]

# get hostname for these nodes
slice_nodes = plc_api.GetNodes (auth,node_ids, ['hostname’])

# store in a file
with (‘mynodes.txt’,’a’) as f:
for node in slice_nodes:
f.write (node[’hostname’] + "\n")
f.close()



Chapter 1. Introduction



Chapter 2. PlanetLab API Methods

AddAddressType

Prototype:

AddAddressType (auth, address_type_fields)

Description:

Adds a new address type. Fields specified in address_type_fields are used.

Returns the new address_type_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

e address_type_ fields: struct
* name : string, Address type

+ description:string, Address type description

Returns:

« int, New address_type_id (> 0) if successful

AddAddressTypeToAddress

Prototype:

AddAddressTypeToAddress (auth, address_type_id_or_name, address_id)

Description:

Adds an address type to the specified address.
PIs may only update addresses of their own sites.
Returns 1 if successful, faults otherwise.

Allowed Roles:
admin, pi

Parameters:

e auth: struct, API authentication structure

« AuthMethod : string, Authentication method to use
e address_type_id_or_name:int or string
+ int, Address type identifier

« string, Address type

e address_id:int, Address identifier
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Returns:

e int, 1 if successful

AddBootState
Prototype:

AddBootState (auth, name)

Description:

Adds a new node boot state.
Returns 1 if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

* name : string, Boot state

Returns:

e int, 1 if successful

AddConfFile

Prototype:

AddConfFile (auth, conf_file_fields)

Description:

Adds a new node configuration file. Any fields specified in conf_file_fields are used,
otherwise defaults are used.

Returns the new conf_file_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth : struct, API authentication structure

» AuthMethod : string, Authentication method to use

e conf_file fields:struct
« file owner : string, chown(1l) owner
» postinstall_cmd:string, Shell command to execute after installing
+ error_cmd : string, Shell command to execute if any error occurs
+ preinstall_cmd: string, Shell command to execute prior to installing
» dest : string, Absolute path where file should be installed

+ ignore_cmd_errors : boolean, Install file anyway even if an error occurs

10
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+ enabled :boolean, Configuration file is active
+ file permissions :string, chmod(l) permissions

» source : string, Relative path on the boot server where file can be down-
loaded

» always_update :boolean, Always attempt to install file even if unchanged

+ file group:string, chgrp(1l) owner

Returns:

« int, New conf_file_id (> 0) if successful

AddConfFileToNode
Prototype:

AddConfFileToNode (auth, conf_file_id, node_id_or_hostname)

Description:

Adds a configuration file to the specified node. If the node is already linked to the
configuration file, no errors are returned.

Returns 1 if successful, faults otherwise.
Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

« AuthMethod : string, Authentication method to use

e conf_file id:int, Configuration file identifier
e node_id_or_hostname:int or string
« int, Node identifier

» string, Fully qualified hostname

Returns:

e int, 1 if successful

AddConfFileToNodeGroup
Prototype:

AddConfFileToNodeGroup (auth, conf_file_id, nodegroup_id_or_name)

Description:

Adds a configuration file to the specified node group. If the node group is already
linked to the configuration file, no errors are returned.
Returns 1 if successful, faults otherwise.

Allowed Roles:

admin

Parameters:
11
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e auth : struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e conf_file_id:int, Configuration file identifier
* nodegroup_id_or_name :int or string
« int, Node group identifier

« string, Node group name

Returns:

e int, 1 if successful

Addllink

Prototype:

AddlIlink (auth, src_if_id, dst_if_id, tag_type_id_or_name, value)

Description:

Create a link between two interfaces The link has a tag type, that needs be created
beforehand and an optional value.

Returns the new ilink_id (> 0) if successful, faults otherwise.
Allowed Roles:
admin, pi, tech, user

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e src_if id:int, source interface identifier
e dst_if id:int, destination interface identifier
e tag _type_id_or_name:int or string

« int, Node tag type identifier

« string, Node tag type name

 value: string, optional ilink value

Returns:

« int, New ilink_id (> 0) if successful

AddInitScript

Prototype:

AddInitScript (auth, initscript_fields)

Description:

Adds a new initscript. Any fields specified in initscript_fields are used, otherwise
defaults are used.

12
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Returns the new initscript_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e initscript_fields: struct
+ enabled : boolean, Initscript is active
* name : string, Initscript name

» script :string, Initscript

Returns:

« int, New initscript_id (> 0) if successful

Addinterface
Prototype:

AddInterface (auth, node_id_or_hostname, interface_fields)

Description:

Adds a new network for a node. Any values specified in interface_fields are used,
otherwise defaults are used.

If type is static, then ip, gateway, network, broadcast, netmask, and dns1 must all be
specified in interface_fields. If type is dhcp, these parameters, even if specified, are
ignored.

PIs and techs may only add interfaces to their own nodes. Admins may add interfaces
to any node.

Returns the new interface_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin, pi, tech

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e node_id_or_hostname :int or string
« int, Node identifier

« string, Fully qualified hostname

e interface_ fields: struct
» last_updated:int, Date and time when node entry was created
» network : string, Subnet address
+ is_primary :boolean, Is the primary interface for this node

 dnsl :string, IP address of primary DNS server

13
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+ hostname : string, (Optional) Hostname
* mac: string, MAC address
» interface_ tag ids:array, List of interface settings

o int

e bwlimit :int, Bandwidth limit

» broadcast : string, Network broadcast address

» method : string, Addressing method (e.g., ‘static” or "dhcp’)
 netmask : string, Subnet mask

* dns2:string, IP address of secondary DNS server
 ip:string, IP address

» ifname : string, accessor

+ type:string, Address type (e.g., 'ipv4’)

¢ gateway : string, IP address of primary gateway

Returns:

« int, New interface_id (> 0) if successful

AddInterfaceTag

14

Prototype:

AddInterfaceTag (auth, interface_id, tag_type_id_or_name, value)

Description:

Sets the specified setting for the specified interface to the specified value.

Admins have full access. Non-admins need to (1) have at least one of the roles at-
tached to the tagtype, and (2) belong in the same site as the tagged subject.

Returns the new interface_tag_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin, pi, tech, user

Parameters:

e auth : struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e interface_id:int, Node interface identifier
e tag_type_id_or_name:int or string

« int, Node tag type identifier

« string, Node tag type name

» value: string, Interface setting value

Returns:

« int, New interface_tag_id (> 0) if successful
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AddKeyType
Prototype:

AddKeyType (auth, name)

Description:

Adds a new key type.
Returns 1 if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

* name : string, Key type

Returns:

e int, 1 if successful

AddLeases
Prototype:

AddLeases (auth, node_id_or_hostname_s, slice_id_or_name, t_from, t_until)

Description:

Adds a new lease. Mandatory arguments are node(s), slice, t_from and t_until times
can be either integers, datetime’s, or human readable (see Timestamp)

PIs may only add leases associated with their own sites (i.e., to a slice that belongs to
their site). Users may only add leases associated with their own slices.

Returns the new lease_ids if successful, faults otherwise.

Allowed Roles:

admin, pi, user

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

* node_id_or_hostname_s : int or array of int or string or array of string
« int, Node identifier
« array of int, Node identifier
« string, Fully qualified hostname

« array of string, Fully qualified hostname
e slice_id_or_name:int or string
« int, Slice identifier

» string, Slice name

15
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e t_from:int or string
« int, timeslot start (unix timestamp)
« string, timeslot start (formatted as %Y-%m-%d %H:%M:%S5)

e t_until:intor string
« int, timeslot end (unix timestamp)
» string, timeslot end (formatted as % Y-%m-%d %H:%M.:%S)

Returns:

» struct, 'new_ids’ is the list of newly created ids, errors’ is a list of error strings

AddMessage
Prototype:

AddMessage (auth, message_fields)

Description:

Adds a new message template. Any values specified in message_fields are used, oth-
erwise defaults are used.

Returns 1 if successful, faults otherwise.
Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e message_fields :struct
+ enabled :boolean, Message is enabled
» message_id: string, Message identifier
+ template:string, Message template

» subject : string, Message summary

Returns:

e int, 1 if successful

AddNetworkMethod
Prototype:

AddNetworkMethod (auth, name)
Description:

Adds a new network method.
Returns 1 if successful, faults otherwise.

Allowed Roles:

16
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admin

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

¢ name : string, Network method

Returns:

e int, 1 if successful

AddNetworkType
Prototype:

AddNetworkType (auth, name)
Description:
Adds a new network type.

Returns 1 if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

* name : string, Network type

Returns:

e int, 1 if successful

AddNode

Prototype:

AddNode (auth, site_id_or_login_base, node_fields)

Description:

Adds a new node. Any values specified in node_fields are used, otherwise defaults
are used.

PIs and techs may only add nodes to their own sites. Admins may add nodes to any
site.

Returns the new node_id (> 0) if successful, faults otherwise.
Allowed Roles:
admin, pi, tech

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

17
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e site_id_or_login_base:int or string
« int, Site identifier

« string, Site slice prefix

e node fields: struct
 hrn:string, accessor
e fedistro: string, accessor
+ boot_state : string, Boot state
» virt:string, accessor
+ hostname : string, Fully qualified hostname
» node_type : string, Node type
+ version:string, Apparent Boot CD version
+ extensions: string, accessor
« pldistro: string, accessor
+ deployment : string, accessor
» model : string, Make and model of the actual machine

 arch: string, accessor

Returns:

« int, New node_id (> 0) if successful

AddNodeGroup
Prototype:

AddNodeGroup (auth, groupname, tag_type_id_or_tagname, value)

Description:

Adds a new node group. Any values specified in nodegroup_fields are used, other-
wise defaults are used.

Returns the new nodegroup_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

 groupname : string, Node group name

e tag_type_id_or_tagname:int or string
« int, Node tag type identifier
« string, Node tag type name

 value:string, Node tag value

Returns:

18
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« int, New nodegroup_id (> 0) if successful

AddNodeTag

Prototype:

AddNodeTag (auth, node_id, tag_type_id_or_name, value)

Description:

Sets the specified tag for the specified node to the specified value.

Admins have full access. Non-admins need to (1) have at least one of the roles at-
tached to the tagtype, and (2) belong in the same site as the tagged subject.

Returns the new node_tag_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin, pi, tech, user

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

e node_id:int or string
« int, Node identifier

« string, Fully qualified hostname

e tag type id_or_name:intor string
« int, Node tag type identifier
« string, Node tag type name

» value:string, Node tag value

Returns:

« int, New node_tag_id (> 0) if successful

AddNodeToPCU

Prototype:

AddNodeToPCU (auth, node_id_or_hostname, pcu_id, port)

Description:

Adds a node to a port on a PCU. Faults if the node has already been added to the
PCU or if the port is already in use.

Non-admins may only update PCUs at their sites.

Returns 1 if successful, faults otherwise.
Allowed Roles:

admin, pi, tech

Parameters:
e auth: struct, API authentication structure

19
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+ AuthMethod : string, Authentication method to use

e node_id_or_hostname :int or string
« int, Node identifier

» string, Fully qualified hostname

e pcu_id:int, PCU identifier
 port :int, PCU port number

Returns:

e int, 1 if successful

AddNodeType

Prototype:
AddNodeType (auth, name)
Description:

Adds a new node node type.
Returns 1 if successful, faults otherwise.
Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

« AuthMethod : string, Authentication method to use

 name : string, Node type

Returns:

e int, 1 if successful

AddPCU
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Prototype:

AddPCU (auth, site_id_or_login_base, pcu_fields)

Description:

Adds a new power control unit (PCU) to the specified site. Any fields specified in

pcu_fields are used, otherwise defaults are used.

PIs and technical contacts may only add PCUs to their own sites.

Returns the new pcu_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin, pi, tech

Parameters:

e auth: struct, API authentication structure
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+ AuthMethod : string, Authentication method to use

e site_id_or_login_base:int or string
« int, Site identifier

« string, Site slice prefix

e pcu_fields: struct
+ username : string, PCU username
« protocol : string, PCU protocol, e.g. ssh, https, telnet
+ ip:string, PCU IP address
 notes: string, Miscellaneous notes
» hostname : string, PCU hostname
+ model : string, PCU model string

+ password : string, PCU username

Returns:

« int, New pcu_id (> 0) if successful

AddPCUProtocolType

Prototype:

AddPCUProtocolType (auth, pcu_type_id_or_model, protocol_type_fields)

Description:

Adds a new pcu protocol type.
Returns the new pcu_protocol_type_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

e pcu_type_id_or_model :int or string
« int, PCU Type Identifier
» string, PCU model

e protocol_type fields: struct
+ supported : boolean, Is the port/protocol supported by PLC
+ protocol : string, Protocol
» port :int, PCU port
« pcu_type_id:int, PCU type identifier

Returns:

21
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« int, New pcu_protocol_type_id (> 0) if successful

AddPCUType

Prototype:
AddPCUType (auth, pcu_type_fields)
Description:

Adds a new pcu type.
Returns the new pcu_type_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

e pcu_type fields: struct
+ model : string, PCU model

+ name : string, PCU full name

Returns:

+ int, New pcu_type_id (> 0) if successful

AddPeer

22

Prototype:

AddPeer (auth, peer_fields)

Description:

Adds a new peer.
Returns the new peer_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

« AuthMethod : string, Authentication method to use

e peer._fields: struct
+ peername : string, Peer name
» peer_url : string, Peer API URL
* key :string, Peer GPG public key
+ hrn_root : string, Root of this peer in a hierarchical naming space

+ cacert : string, Peer SSL public certificate
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» shortname : string, Peer short name

Returns:

« int, New peer_id (> 0) if successful

AddPerson
Prototype:

AddPerson (auth, person_fields)

Description:

Adds a new account. Any fields specified in person_fields are used, otherwise de-
faults are used.

Accounts are disabled by default. To enable an account, use UpdatePerson().
Returns the new person_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin, pi

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e person_fields: struct
» bio:string, Biography
« first_name : string, Given name
+ last_name: string, Surname
« title:string, Title
+ url:string, Home page
+ phone : string, Telephone number
 hrn:string, accessor
e sfa created: String, accessor
« showconf : string, accessor
» columnconf : string, accessor
+ password : string, Account password in crypt() form
+ email :string, Primary e-mail address

 advanced : string, accessor

Returns:

« int, New person_id (> 0) if successful

23
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AddPersonKey

Prototype:

AddPersonKey (auth, person_id_or_email, key_fields)

Description:

Adds a new key to the specified account.

Non-admins can only modify their own keys.

Returns the new key_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin, pi, tech, user

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e person_id_or_email :int or string
« int, User identifier

« string, Primary e-mail address

e key_ fields: struct
» key_type:string, Key type
+ key :string, Key value

Returns:

« int, New key_id (> 0) if successful

AddPersonTag
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Prototype:

AddPersonTag (auth, person_id, tag_type_id_or_name, value)

Description:

Sets the specified setting for the specified person to the specified value.

Admins have full access. Non-admins can change their own tags.

Returns the new person_tag_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin, pi, tech, user

Parameters:

e auth: struct, API authentication structure

» AuthMethod : string, Authentication method to use

e person_id:int, User identifier
e tag type id_or_name:intor string

« int, Node tag type identifier
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« string, Node tag type name

» value: string, Person setting value

Returns:

« int, New person_tag_id (> 0) if successful

AddPersonToSite
Prototype:

AddPersonToSite (auth, person_id_or_email, site_id_or_login_base)

Description:

Adds the specified person to the specified site. If the person is already a member of
the site, no errors are returned. Does not change the person’s primary site.

Returns 1 if successful, faults otherwise.
Allowed Roles:
admin

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e person_id_or_email :int or string
« int, User identifier

« string, Primary e-mail address

e site_id_or_login_base:int or string
« int, Site identifier

« string, Site slice prefix

Returns:

e int, 1 if successful

AddPersonToSlice
Prototype:

AddPersonToSlice (auth, person_id_or_email, slice_id_or_name)

Description:

Adds the specified person to the specified slice. If the person is already a member of
the slice, no errors are returned.

Returns 1 if successful, faults otherwise.
Allowed Roles:
admin, pi

Parameters:

25
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e auth : struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e person_id_or_email:intor string
« int, User identifier

« string, Primary e-mail address

e slice_id_or_name:int or string
« int, Slice identifier

« string, Slice name

Returns:

e int, 1 if successful

AddRole
Prototype:

AddRole (auth, role_id, name)
Description:
Adds a new role.

Returns 1 if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth : struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e role id:int, Role identifier
* name : string, Role

Returns:

e int, 1 if successful

AddRoleToPerson
Prototype:

AddRoleToPerson (auth, role_id_or_name, person_id_or_email)

Description:

Grants the specified role to the person.

PIs can only grant the tech and user roles to users and techs at their sites. Admins can
grant any role to any user.

Returns 1 if successful, faults otherwise.

Allowed Roles:
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admin, pi

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e role_id_or_name:int or string
« int, Role identifier

« string, Role

e person_id_or_email:intor string
« int, User identifier

« string, Primary e-mail address

Returns:

e int, 1 if successful

AddRoleToTagType
Prototype:
AddRoleToTagType (auth, role_id_or_name, tag_type_id_or_tagname)
Description:

Add the specified role to the tagtype so that users with that role can tweak the tag.
Only admins can call this method
Returns 1 if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e role_id_or_name:int or string
« int, Role identifier

« string, Role
e tag_type_id_or_tagname :int or string
« int, Node tag type identifier

« string, Node tag type name

Returns:

e int, 1 if successful
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AddSession
Prototype:

AddSession (auth, person_id_or_email)

Description:

Creates and returns a new session key for the specified user. (Used for website "user
sudo’)

Allowed Roles:

admin

Parameters:

e auth: struct, API authentication structure

AuthMethod : string, Authentication method to use

e person_id_or_email:int or string

int, User identifier

string, Primary e-mail address

Returns:

+ string, Session key

AddSite

Prototype:
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AddSite (auth, site_fields)

Description:

Adds a new site, and creates a node group for that site. Any fields specified in
site_fields are used, otherwise defaults are used.

Returns the new site_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin

Parameters:

e auth : struct, API authentication structure

AuthMethod : string, Authentication method to use

e site fields: struct

name : string, Full site name

url: string, URL of a page that describes the site

enabled : boolean, Has been enabled

longitude : double, Decimal longitude of the site

max_slivers :int, Maximum number of slivers that the site is able to create
max_slices :int, Maximum number of slices that the site is able to create
login_base : string, Site slice prefix

ext_consortium_id :int, external consortium id
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e latitude : double, Decimal latitude of the site
+ is_public:boolean, Publicly viewable site

» abbreviated_name : string, Abbreviated site name

Returns:

« int, New site_id (> 0) if successful

AddSiteAddress
Prototype:

AddSiteAddress (auth, site_id_or_login_base, address_fields)

Description:

Adds a new address to a site. Fields specified in address_fields are used; some are
not optional.

PIs may only add addresses to their own sites.
Returns the new address_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin, pi

Parameters:

e auth : struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e site_id or_login base:intor string
« int, Site identifier

« string, Site slice prefix

e address_fields: struct
+ city :string, City
 country : string, Country
+ line3:string, Address line 3
+ line2:string, Address line 2
+ linel :string, Address line 1
+ state: string, State or province

» postalcode : string, Postal code

Returns:

« int, New address_id (> 0) if successful
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AddSiteTag
Prototype:

AddSiteTag (auth, site_id, tag_type_id_or_name, value)

Description:

Sets the specified setting for the specified site to the specified value.

Admins have full access. Non-admins need to (1) have at least one of the roles at-
tached to the tagtype, and (2) belong in the same site as the tagged subject.

Returns the new site_tag_id (> 0) if successful, faults otherwise.
Allowed Roles:

admin, pi, tech, user

Parameters:

auth : struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e site_ id:int, Site identifier

e tag type_id_or_name:int or string
« int, Node tag type identifier
« string, Node tag type name

* value: string, Site setting value

Returns:

« int, New site_tag_id (> 0) if successful

AddSlice
Prototype:

AddSlice (auth, slice_fields)

Description:

Adds a new slice. Any fields specified in slice_fields are used, otherwise defaults are
used.

Valid slice names are lowercase and begin with the login_base (slice prefix) of a valid
site, followed by a single underscore. Thereafter, only letters, numbers, or additional
underscores may be used.

PIs may only add slices associated with their own sites (i.e., slice prefixes must always
be the login_base of one of their sites).

Returns the new slice_id (> 0) if successful, faults otherwise.

Allowed Roles:

admin, pi

Parameters:

e auth: struct, API authentication structure

+ AuthMethod : string, Authentication method to use

e slice fields: struct
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» enable_hmac : string, accessor

+ description: string, Slice description

+ initscript :string, accessor

« ipvé_address : string, accessor

+ pldistro: string, accessor

 arch: string, accessor

» vref :string, accessor

e hrn:string, accessor

+ instantiation:string, Slice instantiation state
+ fecdistro: string, accessor

* name : string, Slice name

+ url:string, URL further describing this slice

+ max_nodes : int, Maximum numb